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ABSTRACT

-DYD SURJUDPV GLVWULEXWHG WKURXJK ,QWHUQHW DUH QRZ

VXIIHULQJ IURP SURJUDP WKHIW� ,W LV EHFDXVH -DYD SURJUDPV

FDQ EH HDVLO\ GHFRPSRVHG LQWR UHXVDEOH FODVVILOHV DQG HYHQ

GHFRPSLOHG LQWR VRXUFH FRGH E\ SURJUDP XVHUV� ,Q WKLV SDSHU

ZH SURSRVH D WHFKQLTXH WKDW GLVFRXUDJHV SURJUDP WKHIW E\

HPEHGGLQJ -DYD SURJUDPV ZLWK D GLJLWDO ZDWHUPDUN�

(PEHGGLQJ D SURJUDP GHYHORSHU
V VLJQDWXUH DV D ZDWHUPDUN

LQ -DYD FODVVILOHV PD\ KHOS WKH GHYHORSHU WR HQVXUH WKHLU

RZQHUVKLS ULJKWV RI WKH FODVVILOHV� 2XU HPEHGGLQJ PHWKRG LV

LQGLVFHUQLEOH E\ SURJUDP XVHUV� \HW HQDEOHV XV WR LGHQWLI\ DQ

LOOHJDO SURJUDP WKDW FRQWDLQV VWROHQ FODVVILOHV�
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INTRODUCTION

-DYD WHFKQRORJ\ LV ZLGHO\ UHJDUGHG DV HYROXWLRQDU\ E\

PHDQV RI LWV SRUWDELOLW\� DQ LGHD WKDW WKH VDPH SURJUDP

VKRXOG UXQ RQ PDQ\ GLIIHUHQW NLQGV RI FRPSXWHUV� FRQVXPHU

JDGJHWV� DQG RWKHU GHYLFHV� -DYD HQDEOHV XV WR OHW FRPSXWHUV

DQG GHYLFHV FRPPXQLFDWH ZLWK RQH DQRWKHU PXFK PRUH

HDVLO\ WKDQ HYHU EHIRUH�

+RZHYHU� WKLV HYROXWLRQDO SURSHUW\ RI -DYD EURXJKW XV D

VHFXULW\ SUREOHP DJDLQVW SURJUDP WKHIW >�@� -DYD DSSOHWV SXW

RQ WKH ,QWHUQHW VLWHV DQG -DYD DSSOLFDWLRQV VROG WR XVHUV DUH

QRZ VXIIHULQJ IURP SURJUDP WKHIW� ,W LV EHFDXVH -DYD

SURJUDPV FDQ EH HDVLO\ GHFRPSRVHG LQWR UHXVDEOH FODVVILOHV�

DQG LQYHVWLJDWHG E\ XVLQJ FODVV YLHZHU RU FODVV HGLWRU�

0RUHRYHU� SURJUDP XVHUV FDQ REWDLQ VRXUFH FRGH RI D

FODVVILOH E\ XVLQJ GHFRPSLOHUV� VXFK DV 0RFKD� 6RXUFH

$JDLQ� HWF>�@� ,Q VXFK VLWXDWLRQ� WKH -DYD SURJUDP

GHYHORSHU
V LQWHOOHFWXDO SURSHUW\ ZLOO EH LQIULQJHG LI D

SURJUDP XVHU VWHDOV GHYHORSHU
V FODVVILOH DQG EXLOGV LW LQWR

KLV�KHU RZQ SURJUDP� :H FDOO WKLV FRS\ULJKW LQIULQJHPHQW D

SURJUDP WKHIW�

7KLV SDSHU SURSRVHV D WHFKQLTXH WKDW GLVFRXUDJHV SURJUDP

WKHIW E\ HPEHGGLQJ -DYD SURJUDPV ZLWK D GLJLWDO ZDWHUPDUN�

:H FODLP WKDW HPEHGGLQJ D SURJUDP GHYHORSHU
V VLJQDWXUH

DV D ZDWHUPDUN LQWR -DYD FODVVILOHV ZLOO GLVFRXUDJH SURJUDP

WKHIW� %HORZ ZH GHVFULEH PDMRU IHDWXUHV RI RXU

ZDWHUPDUNLQJ PHWKRG�

�� 3URJUDP XVHUV FDQ KDUGO\ NQRZ WKH ORFDWLRQ RI

ZDWHUPDUN� WKXV� HUDVLQJ DQG�RU WDPSHULQJ ZLWK WKH

ZDWHUPDUN LV YHU\ KDUG IRU WKHP�

�� :DWHUPDUNV LQ SURJUDPV ZLOO EH NHSW XQDZDUH WR SURJUDP

XVHUV HYHQ LI RXU HPEHGGLQJ PHWKRG RU HPEHGGLQJ WRRO

ZDV RSHQHG WR WKH SXEOLF�

�� (YHQ LQ FDVH RQO\ D SDUW RI D SURJUDP ZDV VWROHQ DQG ZDV

EXLOW LQWR RWKHU SURJUDP� WKH ZDWHUPDUN LV HDVLO\ GHFRGHG



ZKHUHYHU LW PD\ H[LVW LQ WKH SURJUDP�

�� :DWHUPDUNV LQ SURJUDPV GR QRW UHGXFH WKH H[HFXWLRQ

HIILFLHQF\�

7KH UHPDLQGHU RI WKH SDSHU ILUVW GHVFULEHV FDVHV ZKHUH

ZDWHUPDUN LV QHHGHG� 1H[W� GHVFULEHV FXUUHQW UHVHDUFKHV RQ

ZDWHUPDUNLQJ WHFKQLTXH IRU FRPSXWHU SURJUDPV� WKHQ

GLVFXVVHV LPSRUWDQW SURSHUWLHV WKDW ZDWHUPDUNLQJ PHWKRG

VKRXOG VDWLVI\� 7KHQ ZH SURSRVH D ZDWHUPDUNLQJ PHWKRG IRU

-DYD SURJUDPV LQFOXGLQJ WKH ZDWHUPDUN HQFRGLQJ SURFHGXUH

DQG WKH GHFRGLQJ SURFHGXUH� )LQDOO\ WKH SDSHU GHVFULEHV WKH

FRQFOXVLRQ�

CASES WHERE WATERMARK IS NEEDED

Proving of program theft

(YHQ LQ FDVH DQ LOOHJDO SURJUDP ZDV IRXQG� LW LV RIWHQ QRW

HDV\ WR VD\ ZKR LV WKH WUXH GHYHORSHU RI WKDW SURJUDP� $

SURJUDP WKLHI ZKR VWROH DQ\RQH HOVH©V FODVVILOH PD\ LQVLVW�

¦, KDYH RULJLQDOO\ GHYHORSHG WKLV SURJUDP�§ ,Q WKLV FDVH� ZH

QHHG D SURRI WR H[SORGH WKH WKLHI©V FODLP�

)RU WKDW VLWXDWLRQ� D VLJQDWXUH SUHYLRXVO\ HPEHGGHG LQ WKH

SURJUDP DV D ZDWHUPDUN DXWKHQWLFDWHV RULJLQDO SURJUDP

GHYHORSHU©V RZQHUVKLS FODLPV DQG SURWHFWV SURSULHWDU\

LQWHUHVWV� 7KH ZDWHUPDUN LQ WKH SURJUDP KDV DQ HIIHFW RI

SURYLQJ WKH IDFW RI SURJUDP WKHIW� 'HFRGLQJ WKH ZDWHUPDUN

IURP D VXVSLFLRXV SURJUDP ZLOO PDNH FOHDU RI ZKR LV WKH

RULJLQDO GHYHORSHU RI WKDW SURJUDP�

Finding of illegal program

,W LV QRW HDV\ IRU -DYD SURJUDP GHYHORSHUV WR ILQG DQ LOOHJDO

SURJUDP WKDW FRQWDLQV VWROHQ FODVVILOHV� )RU H[DPSOH� ZH

PD\ QRW EH DEOH WR ILQG RXW LI LW LV DQ LOOHJDO SURJUDP RU QRW

E\ H[HFXWLQJ WKH SURJUDP� EHFDXVH LOOHJDO SURJUDPV RIWHQ

GR QRW UHVHPEOH RULJLQDO SURJUDPV LQ WKHLU VSHFLILFDWLRQV LI

WKH VWROHQ SLHFH LV VPDOO� 7KLV GLIILFXOW\ LQ ILQGLQJ WKH

LOOHJDO SURJUDP LV D FUXFLDO SUREOHP IRU -DYD SURJUDP

GHYHORSHUV�

:H EHOLHYH WKDW ZDWHUPDUN LV HIIHFWLYH WR ILQG WKH LOOHJDO

SURJUDP LQ ,QWHUQHW VLWXDWLRQ� ,OOHJDO SURJUDPV PD\ EH

HDVLO\ GHWHFWHG E\ HPSOR\LQJ D ZDWHUPDUN�GHFRGLQJ DJHQW

�URERW� WKDW JRHV WKURXJK ,QWHUQHW� 7KLV DJHQW JRHV WKURXJK

,QWHUQHW DQG ILQGV -DYD SURJUDPV� WKHQ FKHFNV WKH

ZDWHUPDUN LQ WKHP� ,I D SURJUDP WXUQHG RXW WR EH DQ LOOHJDO

SURJUDP WKDW FRQWDLQV D ZDWHUPDUN RI DQ RULJLQDO SURJUDP

GHYHORSHU� WKH DJHQW ZLOO LQIRUP LW WR WKH GHYHORSHU� %\

XVLQJ WKLV DJHQW� SURJUDP GHYHORSHUV PD\ DXWRPDWLFDOO\

ILQG WKH LOOHJDO SURJUDP� VR WKDW WKH\ FDQ SURWHFW WKHLU

SURJUDPV IURP SURJUDP WKLHYHV�

RELATED WORKS

7KHUH ZHUH PDQ\ VWXGLHV GRQH IRU ZDWHUPDUNLQJ LPDJHV�

VRXQGV� WH[WV� HWF>�@>�@� 2Q WKH RWKHU KDQG� D IHZ PHWKRGV

IRU ZDWHUPDUNLQJ FRPSXWHU SURJUDPV KDYH EHHQ

SURSRVHG>�@>�@�

+LURVH HW DO� SURSRVHG D PHWKRG IRU HPEHGGLQJ & VRXUFH

SURJUDPV ZLWK XVHU LGHQWLILFDWLRQ QXPEHU>�@� ,Q WKHLU

PHWKRG� RQH VLQJOH FKDQJH LQ WKH WDUJHW SURJUDP UHSUHVHQWV

RQH ELW LQIRUPDWLRQ� 7KLV FKDQJH LQ WKH SURJUDP LQFOXGHV

DGGLWLRQ RI GXPP\ YDULDEOHV� UHDUUDQJHPHQW RI YDULDEOH

GHFODUDWLRQ VWDWHPHQWV� FKDQJHV LQ FRGLQJ VW\OH �VXFK DV

¨Q Q��© WR ¨Q��©�� DQG VR RQ� ,Q WKH GHFRGLQJ SKDVH� WKH

RULJLQDO SURJUDP DQG WKH PDUNHG SURJUDP DUH FRPSDUHG VR

WKDW WKH FKDQJHV LQ WKH SURJUDP ZLOO EH LGHQWLILHG� +RZHYHU�

LI SURJUDP WKLHYHV DSSOLHG WKH VDPH PHWKRG WR WKH

ZDWHUPDUNHG SURJUDP� RULJLQDO ZDWHUPDUN ZLOO EH HDVLO\

HUDVHG� $OVR� WKLV PHWKRG LV QRW DSSOLFDEOH WR WKH ELQDU\

�H[HFXWDEOH� SURJUDP�

.LWDJDZD DOVR SURSRVHG D PHWKRG IRU ZDWHUPDUNLQJ -DYD

SURJUDPV>�@� ,Q WKLV PHWKRG� QHZ YDULDEOHV DUH DSSHQGHG WR

D SURJUDP� DQG� ZDWHUPDUN FRGHZRUGV �YDOXHV� DUH VHW WR

WKRVH YDULDEOHV� ,Q GHFRGLQJ SKDVH� SURJUDP GHYHORSHUV

QHHG WR UHSODFH D VSHFLILF FODVVILOH LQ WKH SURJUDP ZLWK D

VSHFLDO FODVVILOH �FDOOHG GHWHFWLRQ�FODVVILOH�� DQG H[HFXWH WKH

SURJUDP� 7KLV GHWHFWLRQ�FODVVILOH RXWSXWV WKH YDOXHV RI WKH

YDULDEOH LQ ZKLFK ZDWHUPDUN ZDV HPEHGGHG� +RZHYHU� WKLV

PHWKRG LV QRW XVHIXO IURP WKH SXUSRVH RI GHIHQGLQJ

FODVVILOHV IURP SURJUDP WKLHYHV� %HFDXVH� ZKHQ ZH ZDQW WR

FKHFN ZKHWKHU D WDUJHW SURJUDP FRQWDLQV D VWROHQ SURJUDP

RU QRW� ZH PXVW ILQG RXW ZKLFK FODVVILOH LV WR EH UHSODFHG

ZLWK WKH GHWHFWLRQ�FODVVILOH� ,I ZH FRXOGQ©W ILQG WKH FODVVILOH



WKDW VKRXOG EH UHSODFHG� RU VLPSO\ WKHUH LV QR FODVVILOH WKDW

VKRXOG EH UHSODFHG� ZH FDQ QRW GHFRGH WKH ZDWHUPDUN HYHQ

LI D ZDWHUPDUN H[LVWV LQ WKH WDUJHW SURJUDP� ,W LV QDWXUDO WKDW

SURJUDP GHYHORSHUV ZDQW WR HDVLO\ FKHFN ZKHWKHU D WDUJHW

SURJUDP FRQWDLQV D VWROHQ SURJUDP RU QRW� )URP WKLV

YLHZSRLQW� ZDWHUPDUNV VKRXOG EH DXWRPDWLFDOO\ GHFRGDEOH

IURP D WDUJHW SURJUDP E\ XVLQJ D GHFRGLQJ WRRO�

IMPORTANT PROPERTIES OF WATERMARKING

METHOD

+HUH ZH GLVFXVV WKH SURSHUWLHV WKDW WKH JRDO LQ WKH GHVLJQ RI

WKH ZDWHUPDUN FRGLQJ PHWKRG VKRXOG VDWLVI\� :H FODLP WKDW

WKH FRGLQJ PHWKRG VKRXOG VDWLVI\ IROORZLQJ VL[ FULWHULD�

�F�� (QFRGLQJ ZDWHUPDUNV GRHV QRW FKDQJH WKH

VSHFLILFDWLRQV RI WKH SURJUDP�

7KLV SURSHUW\ PXVW EH VDWLVILHG LQ DQ\ HQFRGLQJ PHWKRG IRU

FRPSXWHU SURJUDPV�

�F�� $ SHUVRQ ZKR HQFRGHG D ZDWHUPDUN FDQ GHFRGH D

ZDWHUPDUN DXWRPDWLFDOO\�

,W LV QDWXUDO WKDW SURJUDP GHYHORSHUV ZDQW WR HDVLO\ FKHFN

ZKHWKHU D WDUJHW SURJUDP FRQWDLQV D VWROHQ SURJUDP RU QRW�

3URJUDP GHYHORSHUV GR QRW ZDQW WR UHDG RU DQDO\]H WKH

SURJUDP IRU ILQGLQJ D ZDWHUPDUN� )URP WKLV YLHZSRLQW�

ZDWHUPDUNV VKRXOG EH DXWRPDWLFDOO\ GHFRGDEOH IURP D

WDUJHW SURJUDP� 7KH GHVLJQ RI WKH FRGLQJ PHWKRG VKRXOG

FRQVLGHU WKH HDVH RI GHFRGLQJ�

�F�� $ ZDWHUPDUN LQ D SURJUDP LV GHFRGDEOH ZKHUHYHU LW

PD\ H[LVW LQ WKH SURJUDP�

3URJUDP WKLHYHV PD\ VWHDO D SURJUDP FRPSRQHQW RI YDULRXV

VL]HV� DQG EXLOG LW LQWR WKHLU SURJUDPV LQ YDULRXV ZD\V� ,Q

WKLV VLWXDWLRQ� WKH GHFRGLQJ DOJRULWKP VKRXOG QRW GHSHQG RQ

WKH ORFDWLRQ RI WKH ZDWHUPDUN�

�F�� $ PHWKRG IRU HUDVLQJ DQG�RU WDPSHULQJ ZLWK ZDWHUPDUN

FDQ QRW EH GHULYHG IURP WKH ZDWHUPDUN HQFRGLQJ PHWKRG�

,W LV QRW DYRLGDEOH WKDW SURJUDP WKLHYHV PD\ NQRZ WKH

HQFRGLQJ PHWKRG DV ZH GHVFULEH WKH PHWKRG LQ WKLV SDSHU�

�F�� :DWHUPDUNV LQ SURJUDPV VKRXOG QRW UHGXFH WKH

H[HFXWLRQ HIILFLHQF\�

6LQFH VRPH SURJUDPV DUH YHU\ VHQVLWLYH WR WKH UHGXFWLRQ RI

WKH H[HFXWLRQ HIILFLHQF\� WKLV SURSHUW\ VKRXOG EH FRQVLGHUHG�

�F�� :DWHUPDUNV VKRXOG VXUYLYH SURJUDP FRQYHUVLRQV�

3URJUDP WKLHYHV PD\ GLVDVVHPEOH DQG UH�DVVHPEOH WKH

SURJUDP� GHFRPSLOH DQG UH�FRPSLOH WKH SURJUDP� RSWLPL]H

WKH SURJUDP� RU XVH YDULRXV SURJUDP FRQYHUVLRQ WRROV VXFK

DV REIXVFDWRU� VFUDPEOHU� HWF>�@� :DWHUPDUNV VKRXOG EH

UHOLDEO\ GHFRGDEOH HYHQ DIWHU WKHVH SURJUDP FRQYHUVLRQV

ZHUH DSSOLHG�

WATERMARKING METHOD

Encoding procedure

2XU ZDWHUPDUN HQFRGLQJ SURFHGXUH FRQVLVWV RI WKH

IROORZLQJ WKUHH SKDVHV �VHH )LJXUH ���

�3KDVH �� 'XPP\ PHWKRG LQMHFWLRQ

,Q WKH ILUVW SKDVH RI ZDWHUPDUNLQJ� D GXPP\ PHWKRG �RI D

FODVV�� ZKLFK ZLOO QHYHU EH H[HFXWHG� LV DSSHQGHG WR D WDUJHW

-DYD VRXUFH SURJUDP� 7KLV GXPP\ PHWKRG LV D VSDFH IRU

ZDWHUPDUN FRGHZRUG� &RQWHQW RI WKH GXPP\ PHWKRG LV QRW

FDUHG� EXW LW VKRXOG KDYH HQRXJK VL]H IRU ZDWHUPDUN

LQMHFWLRQ�

1H[W WKLQJ ZH VKRXOG GR LV WR DSSHQG D GXPP\ PHWKRG

LQYRFDWLRQ LQ WKH RULJLQDO -DYD SURJUDP� %HORZ ZH VKRZ DQ

H[DPSOH RI WKH LQYRFDWLRQ�

LI �&RQGLWLRQ� 'XPP\B0HWKRG���

¨&RQGLWLRQ© LV D H[SUHVVLRQ WKDW ZLOO QHYHU EHFRPH WUXH� 6R�

DFWXDOO\� GXPP\ PHWKRG LV QHYHU LQYRNHG� ,I WKLV

H[SUHVVLRQ �IRUPXOD� LV FRPSOH[ HQRXJK� LW LV GLIILFXOW IRU

SURJUDP XVHUV WR EHFRPH DZDUH RI WKH GXPP\ PHWKRG>�@�



�3KDVH �� &RPSLODWLRQ

,Q WKH VHFRQG SKDVH� WKH -DYD VRXUFH SURJUDP� LQ ZKLFK

GXPP\ PHWKRG ZDV LQMHFWHG� LV FRPSLOHG ZLWK D -DYD

FRPSLOHU� :H FDQ XVH FRPPRQ -DYD FRPSLOHU IRU WKLV

FRPSLODWLRQ�

�3KDVH �� :DWHUPDUN LQMHFWLRQ

,Q WKLV SKDVH� ZH QHHG WR WDNH DFFRXQW RI WKH E\WHFRGH

YHULILHU>�@� :KHQ ZH H[HFXWH D -DYD DSSOHW� E\WHFRGH

YHULILHU FKHFNV WKH V\QWDFWLFDO ULJKWQHVV DQG W\SH

FRQVLVWHQF\ RI WKH SURJUDP� ,Q RUGHU WR NHHS V\QWDFWLFDO

FRUUHFWQHVV DQG W\SH FRQVLVWHQF\� ZH XVH IROORZLQJ WZR

DSSURDFKHV�

�L� 2YHUZULWLQJ QXPHULFDO RSHUDQGV

2QH VLPSOH ZD\ WR NHHS V\QWDFWLFDO FRUUHFWQHVV LV WR OLPLW

WKH SODFH WR RYHUZULWH� $ QXPHULFDO RSHUDQG RI DQ RSFRGH

WKDW SXVKHV D YDOXH WR WKH VWDFN� DQG RI DQ RSFRGH WKDW

LQFUHDVHV D YDOXH RQ D VWDFN� FDQ EH RYHUZULWWHQ ZLWKRXW

V\QWDFWLFDO LQFRUUHFWQHVV DQG W\SH LQFRQVLVWHQF\� )RU

H[DPSOH� DQ RSHUDQG ¨[[© RI WKH RSFRGH ¨LLQF [[© DQG

¨ELSXVK [[© FDQ EH RYHUZULWWHQ LQWR DQ\ VLQJOH E\WH� 2Q

WKH RWKHU KDQG� PRVW RI RWKHU RSHUDQGV WKDW LQGLFDWH D

SRVLWLRQ RU DQ LQGH[ RI FODVV WDEOHV RU ORFDO YDULDEOHV RI D

PHWKRG FDQQRW EH RYHUZULWWHQ EHFDXVH RI V\QWDFWLFDO

LQFRUUHFWQHVV� )RU H[DPSOH� DQ RSHUDQG VXFK DV ¨JHWILHOG

[[© DQG ¨SXWILHOG [[© FDQQRW EH RYHUZULWWHQ� +RZHYHU� WKLV

OLPLWDWLRQ LQ RSHUDQGV GUDVWLFDOO\ UHGXFHV WKH SODFH WKDW

FDQ EH RYHUZULWWHQ�

�LL� 5HSODFLQJ RSFRGHV

,Q RUGHU WR LQFUHDVH WKH SODFH IRU ZDWHUPDUN LQMHFWLRQ� ZH

UHSODFH VRPH RI WKH RSFRGHV� VXFK DV LDGG��LIQXOO��DQG LIOW�

LQWR RWKHU NLQG RI RSFRGH� )RU H[DPSOH� DQ RSFRGH

UHSODFHPHQW IURP LDGG WR LVXE GRHV QRW YLRODWH V\QWDFWLFDO

FRUUHFWQHVV DQG W\SH FRQVLVWHQF\� 0RUHRYHU� WKH RSFRGH

LDGG FDQ EH UHSODFHG WR DQ\WKLQJ DPRQJ LVXE� LPXO� LGLY�

LUHP� LDQG� LRU� DQG L[RU� 7KLV LQGLFDWHV WKDW DERYH HLJKW

RSFRGHV LDGG� LVXE� ���� DQG L[RU FDQ EH UHSODFHG PXWXDOO\�

%\ XVLQJ WKLV DELOLW\ RI PXWXDO UHSODFHPHQW� ZH FDQ

HQFRGH � ELWV LQIRUPDWLRQ LQWR WKHVH RSFRGHV� )RU

H[DPSOH� ZH PD\ DVVLJQ ���� WR DGG������ WR LVXE� ����

WR LPXO� ���� DQG ���� WR L[RU� :KLFKHYHU WKH DERYH RSFRGH

DSSHDUHG LQ WKH GXPP\ PHWKRG� ZH ZLOO UHSODFH WKHP

LQWR RQH RI WKH DERYH HLJKW RSFRGHV DFFRUGLQJ WR WKH ELWV

ZH ZDQW WR HQFRGH� 6XFK LQIRUPDWLRQ DVVLJQPHQW DQG

RSFRGH UHSODFHPHQW FDQ EH DOVR GRQH LQ RWKHU RSFRGHV�

7DEOH � VKRZV WKH H[DPSOH RI LQIRUPDWLRQ DVVLJQPHQW WR

RSFRGHV WKDW FDQ EH UHSODFHG PXWXDOO\�
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,Q FDVH ZH QHHG WR HQFRGH D VHQWHQFH� VXFK DV

¨&23<5,*+7 ���� %< $.,72 021'(1©� ILUVW ZH

QHHG WR WUDQVODWH WKH VHQWHQFH LQWR D ELW VHTXHQFH� WKHQ ZH

HQFRGH WKH ELW VHTXHQFH LQWR WKH SURJUDP� )LJXUH � VKRZV

DQ H[DPSOH RI D VHQWHQFH HQFRGLQJ� ,Q WKLV H[DPSOH D

ZRUG ¨$%&'(© KDV EHHQ HQFRGHG LQWR E\WHFRGH� $W ILUVW�

ZH KDYH DVVLJQHG ¨$© WR ������� ¨%© WR ������� ¨&© WR

������� ¨'© WR ������� DQG ¨(© WR ������� WKHQ ZH KDYH

HQFRGHG D ELW VHTXHQFH ¨�������������������������©

WR WKH SURJUDP�

Decoding procedure

,Q WKH ZDWHUPDUN GHFRGLQJ SKDVH� WKHUH LV DQ DVVXPSWLRQ

WKDW ZH NQRZ WKH UHODWLRQ EHWZHHQ E\WHFRGHV DQG WKHLU

DVVLJQHG ELWV� DQG DOVR WKH UHODWLRQ EHWZHHQ ELW VHTXHQFHV

DQG DOSKDEHWV� 7KH GHFRGLQJ DOJRULWKP LV YHU\ VLPSOH� :H

VLPSO\ GR WKH H[DFWO\ RSSRVLWH SURFHGXUH RI ZDWHUPDUN

LQMHFWLRQ SURFHGXUH� IURP WRS RI HYHU\ PHWKRG� %RWK

RSFRGHV DQG RSHUDQGV LQ HDFK FODVV PHWKRG VKRXOG EH

UHSODFHG LQWR ELW VHTXHQFH� WKHQ� WKH\ VKRXOG EH UHSODFHG

LQWR DOSKDEHW VHTXHQFH� $IWHU WKDW� ZDWHUPDUN ZLOO DSSHDU

IURP WKH GXPP\ PHWKRG �)LJXUH ��� 7KLV GHFRGLQJ

SURFHGXUH FDQ EH DXWRPDWHG� VR WKDW HYHQ LQ FDVH RQO\ D SDUW

RI D SURJUDP ZDV VWROHQ DQG ZDV EXLOW LQWR RWKHU SURJUDP�

WKH ZDWHUPDUN LV HDVLO\ GHFRGHG ZKHUHYHU LW PD\ H[LVW LQ

WKH SURJUDP�

SUMMARY

:H KDYH SURSRVHG D GLJLWDO ZDWHUPDUNLQJ PHWKRG

DSSOLFDEOH WR WKH SUHVHQW -DYD SURJUDPV� ,Q PRVW FDVHV� -DYD

SURJUDPV DUH VWROHQ LQ EORFNV RI FODVVILOHV� ,Q RXU PHWKRG�

SURJUDP GHYHORSHUV FDQ GLVFRXUDJH WKH SURJUDP WKHIW E\

HPEHGGLQJ D ZDWHUPDUN LQWR WKHLU LPSRUWDQW FODVVILOHV� 2XU

PHWKRG LV SRZHUIXO DQG SUDFWLFDO� EHFDXVH ZDWHUPDUNV FDQ

EH HDVLO\ GHFRGHG IURP WKH VXVSLFLRXV SURJUDP ZKHUHYHU

WKH VWROHQ FODVVILOH ZDV EXLOW LQ�

:H KDYH LPSOHPHQWHG RXU PHWKRG� 1RZ ZH DUH SODQQLQJ WR

HYDOXDWH WKH VWUHQJWK RI WKH ZDWHUPDUN DJDLQVW SURJUDP

E\WHFRGH PQHPRQLF ZDWHUPDUN
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)LJXUH �� ([DPSOH RI ZDWHUPDUN

-DYD FODVVILOH

� E\WHFRGH �

'HFRGLQJ
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0HWKRG�� 6./6. +-8*6 $,* $.'6 �

0HWKRG�� $23*-6(: 6$*), ,$.66 �

0HWKRG�� 8:: (55(6 6$)* $6,*6 �

0HWKRG�� &23<5,*+7 %< $.,72 �

0HWKRG�� %1 6-*'3=.66 2436,61 �

0HWKRG�� 8,5(7 8,(57

0HWKRG�� 4:(7( $86768 ,2;== ���

:DWHUPDUN GHULYHG IURP PHWKRG� �GXPP\ PHWKRG ��

)LJXUH �� ([DPSOH RI ZDWHUPDUN GHFRGLQJ
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